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Re: Electronic Signatures on Employee Payroll Deduction Forms for Political 
 Contributions – WAC 390-17-100 - Discussion at January 24, 2013 Meeting 
 

Question Presented 
 

Under current PDC laws and rules, can employees and employers use electronic forms 
with electronic signatures to authorize payroll deductions for political contributions? 
 

Staff Recommendation 
 
Staff recommends that the Commission interpret its rule to permit electronic or digital 
signatures on payroll deductions for political contributions, so long as the employer or other 
person or entity responsible for the disbursement of wages or salaries satisfies:   
 

(1)  the procedures in RCW 19.34, the Washington Electronic Authentication  
Act (WEAA) if applicable, the Electronic Signatures in Global and National 
Commerce Act (ESIGN) if applicable, or similar procedures providing  reliable 
authentication of the signature on the payroll deduction form, and security of 
the process, and  
 
(2)  the requirements in RCW 42.17A that  (a) the employee receive required 
notifications about the payroll deduction process, and (b) the completed forms 
are maintained and open for public inspection for three years, and provided to 
the Commission upon request. 

 
This recommendation is similar to the Federal Election Commission‟s approach when it has 
been faced with comparable questions. 
 

This recommendation does not suggest electronic signature authorizations would be 
required; it provides only that the PDC rule could be read to permit them.  This 
recommendation also addresses only PDC statutes and rules, except where otherwise 
noted.  Staff recognizes that some employers or others responsible for the disbursement of 
wages or salaries may have payroll deduction systems that do not accommodate electronic 
authorizations or electronic signatures.
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1
 For example, payroll deductions for public officers and employees are also described in RCW 41.04.  For 

state employees, payroll is administered by the employing agencies through a central system that is largely 
electronic.  Other employers may use different payroll mechanisms.  Employers may also be subject to other 
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Background 
 
The question is presented by stakeholders James Oswald and Dmitri Iglitzin, attorneys who 
work with labor organizations.  See their enclosed November 30, 2012 letter, page 2, under 
the section titled “Need for Clarification of Regulations Regarding Contribution Withholding 
Authorization.”  They note the FEC has approved electronic authorizations for payroll 
deductions for federal political contributions.  They also note they are not anticipating that 
the authorizations could be made via text message. 
 

PDC Laws and Rules – Payroll Deductions Under RCW 42.17A  
  

Statute.  RCW 42.17A.495(3) governs political contributions by employees on a payroll 
deduction authorization form.  It provides that: 
 

No employer or other person or entity responsible for the disbursement of 
funds in payment of wages or salaries may withhold or divert a portion of an 
employee's wages or salaries for contributions to political committees or for 

use as political contributions except upon the written request of the 

employee. The request must be made on a form prescribed by the 

commission informing the employee of the prohibition against employer and 
labor organization discrimination described in subsection (2) of this section. 
The employee may revoke the request at any time.  At least annually, the 
employee shall be notified about the right to revoke the request.   
(Emphasis added). 

 
Copy of statute enclosed.  The requests must be maintained by the employer and open for 
public inspection for three years,
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 and copies of such information shall be delivered to the 

Commission upon request.  RCW 42.17A.495(4).   
 

Rule and Form.  WAC 390-17-100 provides the contribution withholding steps, a reference 
to the notice requirements,

3 
and the form.  See attached.  The rule requires “the written 

authorization of the individual subject to the payroll withholding or diversion of wages.”  
WAC 390-17-100(1)(b).  WAC 390-17-100(2) provides that the forms are to conform to the 
suggested format in the rule, “or in a different format if it provides the following information 

...”   The information must include the “individual‟s signature.”  WAC 390-17-100(2)(g).  

The sample form also includes a line for the employee‟s written signature.
 
 

 
The rule and form are silent on whether a digital or other electronic signature will satisfy the 
signature requirement.   
 
 
 
 

                                                                                                                                                                                           

laws or collective bargaining agreements concerning their payroll systems and procedures.  
2
 Except as provided in WAC 390-17-105 for annual aggregate contributions of $25 or less. 

3
  WAC 390-17-110 also provides more information on the employee notification requirements.  Under that 

rule, the notifications must be in a communication directed to the employee, which can include email, but 
cannot include notifications made through a passive posting on a website or bulletin board. See attached.   
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Electronic Filing of Campaign Finance and Lobbying Reports Under RCW 42.17A 
 
These payroll deduction forms are submitted to the employer or other person or entity 
responsible for the withholding.   
 
In a different context, before filing forms with the PDC electronically, a filer must complete 
and mail to the PDC a written signature authorization document.  The original signature is 
maintained on file at the PDC.  The PDC does not accept electronic copies of original 
signatures, to start the electronic filing process. WAC 390-19-020(2).   
 

Electronic Signature Laws 

 

Washington Electronic Authentication Act (WEAA).  In 1999, Washington enacted the 
Electronic Authentication Act "to facilitate commerce by means of reliable electronic 
messages." Chapter 19.34 RCW.  This is a statute referenced in the attached letter.  The 
WEAA is designed to enhance economic development and trade through the use of digital 
signatures in electronic commerce.  The Secretary of State adopted rules at WAC 434-180. 

 

Electronic & digital signatures.  Under the WEAA, "electronic signature" means a 
signature in electronic form attached to or logically associated with an electronic record, 

including but not limited to a digital signature. RCW 19.34.020(14).  “Digital signature” 
means a unique, encrypted code created with a software program that also protects 
against alteration of the signature.  RCW 19.34.020(11).  The WEAA provides a 
certification process for a stable and secure framework for certification authorities and 
other businesses who participate in secure electronic commerce.  See also RCW 
43.19.794  (the Department of Enterprise Services may become a certification authority for 
official public business).  
 

Status of WEAA.  The WEAA is still “on the books.”  However, its status appears 
somewhat uncertain, given a federal law enacted in 2000 called the Electronic Signatures 
in Global and National Commerce Act (ESIGN).  15 U.S.C. § 7001 et seq. According to a 
recent Washington State legislative bill report, ESIGN preempts some provisions in a 
model law adopted by 47 other states (the Uniform Electronic Transactions Act  or UETA), 
and non-conforming provisions in other state electronic records laws.  Senate Bill Report, 
Senate Bill 6069 (2012).  SB 6069, introduced last session, would have repealed the 
WEAA and essentially substituted the UETA in Washington.  The bill did not pass. 

 

Other Electronic Signature Procedures by Courts and FEC 
 

Courts.  Digital and electronic signatures are used in a variety of settings beyond 
commerce.  For example, under Washington General Court Rule 30, documents may be 
filed electronically with the state‟s courts.  The comment states that, “The form of „digital 
signature‟ that is acceptable is not limited to the procedure defined in chapter 19.34 RCW, 
but may include other equivalently reliable forms of authentication as adopted by local 
court rule or general.”   The WEAA authorizes the courts to adopt their own procedures for 
digital signatures.  RCW 19.34.321. 
 

FEC.  The FEC has approved the use of electronic signatures authorizing payroll 
deductions for contributions to federal political committees, when certain conditions are 
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met.  The FEC does not require the process to conform to the federal ESIGN, although the 
approaches it approved were similar to that act and the result was “technologically neutral.” 
Advisory Opinion (AO) 2001-04. 
 

For example, in AO 1999-03, the FEC determined that Microsoft Corporate PAC may 
accept digital electronic signatures from the corporation‟s employees who authorize payroll 
deduction of contributions to its PAC.  The FEC determined an electronic signature 
constitutes a valid written authorization for the deductions as required by federal law.  The 
FEC considered: 

 Security.  Microsoft used electronic signatures for other company-wide purposes 
and attested that the practice was secure.  

 Confirmation.  Microsoft proposed a confirmation process:   when the PAC 
received an electronically signed payroll deduction form by e-mail, it would send an e-mail 
reply to notify the employee of the receipt of the form and request a second confirmation of 
the employee‟s choice to participate in the payroll deduction program.   

 Records retention. The Microsoft proposal satisfied the FEC recordkeeping 
requirements to retain authorization forms for three years.   
 
The FEC stated that in the past, it had interpreted its regulations in such a way as to 
accommodate technological innovations where the use of technology does not compromise 
the intent of the federal campaign disclosure law.  It concluded that electronic signatures 
would be authorized for Microsoft PAC provided that the following conditions were met: 
 

1.  An employee must be able to use the electronic signature or a written 
signature to revoke or modify the amount of the authorization at any time, 
and, 
2.  A record of the electronic signature, including a verification that the 
signature came from a particular employee, must be maintained in a 
retrievable form available to the FEC in the event of an audit or investigation. 

 

In AO 2001-04, the FEC applied the Microsoft PAC opinion to the Morgan Stanley Dean 
Witter & Co. PAC.  The difference between the Microsoft proposal and the Morgan Stanley 
proposal was that Morgan Stanley used a different form of electronic signature to activate 
the payroll deduction form.  Microsoft used a digital signature; Morgan Stanley used a “click 
through” process.  However, the FEC determined the distinction was not significant. It 

appears both systems satisfied the need for an individualized signature that was secure, 

a confirmation process, and met records retention requirements.   
 

 
 
Enclosures: November 30, 2012 Letter 
  RCW 42.17A.495 
  WAC 390-17-100 
  WAC 390-17-110 
  Frequently Asked Questions About Digital Signatures (Secretary of State) 
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